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ABSTRACT 

It explores the use of cloud identity and access management in digital transformation and cloud adoption in this 

article As a service delivery network utilising the Internet, the term cloud computing refers to a merger of grid 

computing and distributed computing. Organizations must be able to pick and select the services and pricing 

models that best fit their demands and budgetary restrictions. The pricing model for cloud services is determined 

by the cloud service providers, who take into account variables such as instance size, usage size (per hour), user 

size (per user), infrastructure size (per hour), and service size when determining their pricing models. On order 

to simplify management and boost availability, the vast majority of companies now host or implement web 

services in the cloud. Cloud-based services also use multi-tenant configurations to lower the costs connected 

with the services. Virtual environments are used to provide multi-tenancy in the cloud. The privacy and safety 

of those who use virtual computers are jeopardised because of a vulnerability in such devices. Problems with 

cloud web service security include authentication, authorisation, data protection, and accountability, to name 

just a few areas of focus for researchers. Cloud security is essential to the long-term viability of both company 

and technology. As cloud computing is adopted, the "trust border" will no longer be static and will no longer be 

under the control of the IT department in centralised companies where functionality is being implemented 

within the company's perimeter. 

Keywords: Identity and access management, Cloud identity, Cloud IAM, Identity management systems, IT 
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I. Introduction 

Cloud computing is becoming increasingly important for today's enterprises to satisfy their requirements. 

Currently, the popularity of cloud web services is due to its ease of use and cost-effectiveness. Multi-tenancy and 

other service models such as IaaS and other cloud-based services allow for complete customization. These service 

models pose major risks to privacy and security. Businesses require an Identity and Access Management (IAM) 

solution that is reliable, flexible, scalable, and accountable to users in order to decrease the risks associated with 

cloud web services. By limiting illegal access, the combination of authentication and attribute-based access control 

increases the cloud web application's speed. Organizational boundaries are dissolving as the Internet of Things 

(IoT) is predicted to connect over 200 billion devices by 2020, and digital technology is evolving at a rate that 

hasn't been seen before. More and more mobile devices are being used and more digital identities are being 

created, which is altering business models, social norms, legislation, and policy in every industry. 
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A growing number of firms are taking use of cloud computing while minimising the risks associated with privacy 

and security issues by using identity and access management systems (IAM). It is the responsibility of identity 

and access management (IAM) to make sure that only the right individuals have access to what they need at the 

right time (Basu, et al. 2018). Along with securing data in the cloud, IAM solutions ensure client access control 

is reliable and easy to use, which is critical for any company's website. When it comes to cloud privacy and 

security problems, IAM is not a panacea. IAM does not address all of the privacy and security concerns connected 

with the cloud. Additionally, multiple firms within the IAM scope may require distinct identities (or duplicate 

identities). Federated identity management (FIM) is proposed in this thesis as a way of identity access and 

management in order to allow the vision of academic cooperation in order to tackle the challenges surrounding 

identity and access management (IAM). 

II. Problem statement 

It is the primary goal of this research to analyse the link between cloud solutions and identity management systems. 

Despite the many benefits of information and resource sharing, collaboration across various companies is difficult 

because of the multiple components involved. Privacy and security concerns may hinder universities from sharing 

their data, despite the fact that the use and access to the essential resources benefit all research centres." It is 

possible for a stakeholder to steal technology from the other stakeholder, forsake the partnership, and put the other 

stakeholder's life at risk (Basu, et al. 2018). Even if there are risks associated, cooperation is crucial since shared 

data may provide the required background information and help formulate the most relevant research topics for 

the benefit of the entire community. Furthermore, it might lead to the timely and budget-oriented implementation 

of big projects that could have a significant impact on science, creativity, socioeconomics, and the development 

of employees by sharing classified research information and resources with others (Li, Chen, & Zhang, 2019). 

Developers have proposed FIM, a framework that aims to conceal user identity and confidentiality and enable 

collaboration with a single sign-in credential, both inside and across companies, in order to reduce security and 

privacy issues and verify access to resources for authorised parties. 

III. Literature review 

A. Identity and Access Management 

Controlling who has access to essential information is what Identity Access Management (IAM) is all about. 

Information marked as "private or protected" might include a wide range of topics, including, but not limited to, 

financial and health-related data. Cybersecurity breaches, such as unauthorised access to networks, must be 

prevented at all costs. Even if data is stored on the cloud, proper cybersecurity measures must be maintained by 

controlling who has access to the information. Managing the roles, access permissions, and demands of individual 

users in a corporate IT system (IAM) is the focus of individual user management (IAM). 

B. Cloud Computing 

Cloud computing allows organisations to pay only for the services they use each month, allowing them to align 

their capacity needs with their monthly budget. For computer services, cloud computing is a paradigm that 

provides access to a shared pool of configurable computing resources that may be quickly provided and even 

released with minimal management or engagement from service providers.... Five primary features and five sub-

characteristics make up the Cloud computing paradigm, including four deployment models and three service 
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models. It is the goal of cloud computing to virtualize resources while simultaneously enhancing a system's overall 

processing power. Cloud computing has developed a new standard that allows users to dynamically store or build 

programmes while having access to them from anywhere and at any time via a network connection. Businesses 

and individuals alike have embraced cloud computing because of its potential to deliver computation, storage, and 

software-based services. 

C. Management of user identity and access in the cloud 

Except for a few small modifications, users in a cloud computing environment can be added, edited, or removed 

in the same way they can in a traditional IT system. Users must be added, changed, or deleted from the system 

before the system's allowed resources may be accessed (Zhang, et al. 2018). Traditional approaches to identity 

and access management (IAM) have the firm on-premises take charge, govern, and regulate the process. Logging 

in with a username and password allows users to access local services like data and applications. Authentication 

administration is typically outsourced to a third-party cloud service provider. Conveniently, the great majority of 

authentication takes place on the cloud, making it easy to use. Authentication is the most common mechanism 

used by cloud service providers to grant access to their services (Li, Chen, & Zhang, 2019). It is up to the 

organisation that is employing cloud computing services to select what resources consumers may access. Both the 

cloud service providers and the enterprises that employ cloud services are able to choose from a total of nine 

unique types of authorisation. Because cloud service providers have complete control over who has access to their 

services, organisations that rely on them cannot enforce their own security policies against those of the cloud 

service providers. 

D. Initiation to Federated ID 

The primary motivation for implementing federated identity management is to improve the user experience while 

also safeguarding personal data. The process of managing users will be simplified thanks to federated identity 

management (Xu, et al. 2018). With federated identity management, an organization's identity management 

operations may be used to give partners and customers direct access to its applications. It's federated identity 

management, which refers to the collaborative and interdependent administration of identifying information 

amongst enterprises. Using the federation paradigm, users from one domain may securely access resources from 

another domain, eliminating the need for numerous login processes to do so (Xu, et al. 2018). Federated identity 

management eliminates the need for users to have an account in the organisation directory, allowing them to log 

in once and utilise all of their services. 

Risks and Challenges of Cloud Computing Identity and Access Management There are numerous advantages to 

implementing an IAM programme, but there are also risks and problems that must be taken into account. As one 

of the most typical cases, using identity and access control software to prevent illegal access is a major risk.. Large 

and small companies equally have this as their top priority. Hackers may be able to wander the network undetected 

if access constraints are bypassed. Confidential or protected information might be accessed in this way (PPI). 

When it comes to cloud computing, this is more of a concern. If the identity authentication methods are not 

efficient and effective, it may be easier for hackers to get into the system. An IAM programme might be 

challenging to implement for many firms. Time and money may be an issue depending on the scope of the project. 

While the processes are being implemented, the IT departments of companies may be hindered for weeks. During 
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this time, other cybersecurity measures may be allowed to go by the wayside. This may tempt hackers to exploit 

a vulnerability (Xu, et al. 2018). Experts in cybersecurity can help firms develop identity and access management 

programmes. The IT personnel will be able to keep an eye on the present practises in this manner. Implementing 

an IAM programme has benefits that outweigh the risks and challenges it entails. 

IV. Future in us it sector 

As cloud-based services continue to evolve, many organisations in the United States are rethinking their traditional 

approaches to keeping their digital identities (Xiong, Zhang, & Sun, 2018). Cloud service providers' networks, 

which are increasingly being used by enterprises, must be kept under tight supervision as companies move their 

activities there. Because of the increasing usage of Zero Trust security principles like ID verification and network 

context constraints, identity service hosting locations become less significant. AWS, Microsoft Azure, and Google 

Cloud provide identity management services as a matter of necessity for cloud infrastructure firms. In order to 

deliver cloud services with a rich user experience, hosting cloud infrastructure providers must fully support the 

OpenID Connect (OIDC) architecture for external-facing apps. Cloud identity services include both internal and 

external identity services (Qiu, et al. 2020).  Only those firms with strong cloud identity policies that rely on 

verifiable methods to establish confidence in external entities and events are likely to reap the benefits of future 

use cases and cost advantages that may be developed. The bulk of firms looking to position themselves for long-

term success are best served by embracing identity as a service. 

V. Economic benefits 

Maintaining the Internet economy in the United States relies on efficient management of online ID information. 

There are a range of scenarios where identity management is crucial since it underlies the operations and services 

of corporations as well as enables digital interactions and transactions from the perspective of consumers, 

including the business, e-commerce and the government. Identity federation is a win-win situation for both 

businesses and their network clients (Ravidas, et al. 2019). There are instances where a single application might 

save costs and streamline resources for several firms. An identity federation can be set up by organisations 

working together on a project to make it easier for everyone to access and share resources. Thus, users only need 

to check in once to share data across domains, while administrators can still control who has access to what 

resources inside their own domains. Saving money while combining resources is possible with this method. 

VI. Conclusion 

Cloud-based identity and access management systems were the focus of this paper's research and analysis (IAM). 

Using the cloud has a number of advantages, including cheaper costs and faster delivery of solutions and data 

exchange. This revolution is still in its infancy, but federated identity is a part of it. As part of this research, we 

are looking at how to use cloud services to enable cross-company cooperation on cloud computing initiatives. 

Cloud identity brokers may be used to authenticate FIM users and service providers instead of traditional IAM 

architecture. User administration costs are reduced and the user experience is improved as a result of this new 

functionality in FIM. In spite of privacy concerns, federated identity solutions can play a crucial role in securing 

cyberspace by forbidding identity providers from obtaining access to users' identities and other personal 

information (Li, Chen, & Zhang, 2019). In terms of computer resources, cloud computing is a platform that 
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provides quick, on-demand access to a shared stream of configurable resources. With minimal administrative 

effort or communication between cloud providers and a wide range of cloud-based resources available at the click 

of a button (Xue, et al. 2018). Optimization and more efficient processing can help cloud computing give a more 

cost-effective environment as well as increased availability, accountability and scalability. Companies or third-

party providers, depending on the situation, provide and maintain data centres and cloud infrastructures. Providing 

secure, quick, and easy storage space, along with network computing capabilities, is the major purpose of cloud 

computing as a computational paradigm and a distribution architecture, with all computer resources represented 

as services and offered through the Internet. 

References 

Basu, S., Bardhan, A., Gupta, K., Saha, P., Pal, M., Bose, M., ... & Sarkar, P. (2018, January). Cloud computing 

security challenges & solutions-A survey. In 2018 IEEE 8th Annual Computing and Communication Workshop 

and Conference (CCWC) (pp. 347-356). IEEE. 

https://ieeexplore.ieee.org/abstract/document/8301700/?casa_token=QnMRpnWcuQIAAAAA:sum7VA7TXmal

Kdu03r-HHcVsQ2VMPAQI8NiNOqvupY9oMt6VqU-RJPOM4EWDslIYsealLJ_P5-yD 

Le, T., & Mutka, M. W. (2018, June). Capchain: A privacy preserving access control framework based on 

blockchain for pervasive environments. In 2018 IEEE International Conference on Smart Computing 

(SMARTCOMP) (pp. 57-64). IEEE. 

https://ieeexplore.ieee.org/abstract/document/8421332/?casa_token=Whv1u9cPygsAAAAA:TmGBtuinoIbvRtY

f-6yZ-GuS9VH5-ecNER-U9KSaIuForSKPSYiVKgiNQArMVsljnBM1TnyYJyJV 

Li, J., Chen, N., & Zhang, Y. (2019). Extended file hierarchy access control scheme with attribute-based 

encryption in cloud computing. IEEE Transactions on Emerging Topics in Computing, 9(2), 983-993.  

Lopez, J., & Rubio, J. E. (2018). Access control for cyber-physical systems interconnected to the cloud. Computer 

Networks, 134, 46-54. 

https://www.sciencedirect.com/science/article/pii/S1389128618300501?casa_token=6QE9LvX6FRUAAAAA:

HA4kkZM3E6Y8zXtD1ZEQiKzqwSZjcl33hcmy4N376fxQLoKtvBn4hR_lIp6E0DToFKgKX1lRZ50Z 

Qiu, J., Tian, Z., Du, C., Zuo, Q., Su, S., & Fang, B. (2020). A survey on access control in the age of internet of 

things. IEEE Internet of Things Journal, 7(6), 4682-4696. 

https://ieeexplore.ieee.org/abstract/document/8968396/?casa_token=gp226N1Y54MAAAAA:7Oi8ff9MGBYfq

nWBHHFUVD20TRFATLUPHwo1QV01W0FblN1Q_RBp_NKybHXZscbdCD3c3u2s0wCd 

Ravidas, S., Lekidis, A., Paci, F., & Zannone, N. (2019). Access control in Internet-of-Things: A survey. Journal 

of Network and Computer Applications, 144, 79-101. 

https://www.sciencedirect.com/science/article/pii/S108480451930222X?casa_token=fVaL4-

mksJ4AAAAA:bQpbhN6QLcuI4YIDdBFwjQexjY9wvZyxCyQkmQs0V_mGpkXoZIdpX2IlOhNe2SULqb0Sy

n0Hncv6 

Xiong, H., Zhang, H., & Sun, J. (2018). Attribute-based privacy-preserving data sharing for dynamic groups in 

cloud computing. IEEE Systems Journal, 13(3), 2739-2750. 

https://ieeexplore.ieee.org/abstract/document/8301700/?casa_token=QnMRpnWcuQIAAAAA:sum7VA7TXmalKdu03r-HHcVsQ2VMPAQI8NiNOqvupY9oMt6VqU-RJPOM4EWDslIYsealLJ_P5-yD
https://ieeexplore.ieee.org/abstract/document/8301700/?casa_token=QnMRpnWcuQIAAAAA:sum7VA7TXmalKdu03r-HHcVsQ2VMPAQI8NiNOqvupY9oMt6VqU-RJPOM4EWDslIYsealLJ_P5-yD
https://ieeexplore.ieee.org/abstract/document/8421332/?casa_token=Whv1u9cPygsAAAAA:TmGBtuinoIbvRtYf-6yZ-GuS9VH5-ecNER-U9KSaIuForSKPSYiVKgiNQArMVsljnBM1TnyYJyJV
https://ieeexplore.ieee.org/abstract/document/8421332/?casa_token=Whv1u9cPygsAAAAA:TmGBtuinoIbvRtYf-6yZ-GuS9VH5-ecNER-U9KSaIuForSKPSYiVKgiNQArMVsljnBM1TnyYJyJV
https://www.sciencedirect.com/science/article/pii/S1389128618300501?casa_token=6QE9LvX6FRUAAAAA:HA4kkZM3E6Y8zXtD1ZEQiKzqwSZjcl33hcmy4N376fxQLoKtvBn4hR_lIp6E0DToFKgKX1lRZ50Z
https://www.sciencedirect.com/science/article/pii/S1389128618300501?casa_token=6QE9LvX6FRUAAAAA:HA4kkZM3E6Y8zXtD1ZEQiKzqwSZjcl33hcmy4N376fxQLoKtvBn4hR_lIp6E0DToFKgKX1lRZ50Z
https://ieeexplore.ieee.org/abstract/document/8968396/?casa_token=gp226N1Y54MAAAAA:7Oi8ff9MGBYfqnWBHHFUVD20TRFATLUPHwo1QV01W0FblN1Q_RBp_NKybHXZscbdCD3c3u2s0wCd
https://ieeexplore.ieee.org/abstract/document/8968396/?casa_token=gp226N1Y54MAAAAA:7Oi8ff9MGBYfqnWBHHFUVD20TRFATLUPHwo1QV01W0FblN1Q_RBp_NKybHXZscbdCD3c3u2s0wCd
https://www.sciencedirect.com/science/article/pii/S108480451930222X?casa_token=fVaL4-mksJ4AAAAA:bQpbhN6QLcuI4YIDdBFwjQexjY9wvZyxCyQkmQs0V_mGpkXoZIdpX2IlOhNe2SULqb0Syn0Hncv6
https://www.sciencedirect.com/science/article/pii/S108480451930222X?casa_token=fVaL4-mksJ4AAAAA:bQpbhN6QLcuI4YIDdBFwjQexjY9wvZyxCyQkmQs0V_mGpkXoZIdpX2IlOhNe2SULqb0Syn0Hncv6
https://www.sciencedirect.com/science/article/pii/S108480451930222X?casa_token=fVaL4-mksJ4AAAAA:bQpbhN6QLcuI4YIDdBFwjQexjY9wvZyxCyQkmQs0V_mGpkXoZIdpX2IlOhNe2SULqb0Syn0Hncv6


JOURNAL OF CRITICAL REVIEWS  
                                                                                                

                                                                                                 ISSN- 2394-5125   VOL 07, ISSUE 05, 2020 
 

 
 

2926 
 

https://ieeexplore.ieee.org/abstract/document/8454256/?casa_token=Yk_hwdksyZkAAAAA:dJuhQi98w2TfDng

YpVWCGkqbGDHKu_TOj2IIbQLcGos_Se-mHGPAscHSiH-BDZ8rFfnkADE7Bo1w 

Xu, R., Chen, Y., Blasch, E., & Chen, G. (2018, July). Blendcac: A blockchain-enabled decentralized capability-

based access control for iots. In 2018 IEEE International Conference on Internet of Things (iThings) and IEEE 

Green Computing and Communications (GreenCom) and IEEE Cyber, Physical and Social Computing (CPSCom) 

and IEEE Smart Data (SmartData) (pp. 1027-1034). IEEE. 

https://ieeexplore.ieee.org/abstract/document/8726680/ 

Xue, K., Hong, J., Ma, Y., Wei, D. S., Hong, P., & Yu, N. (2018). Fog-aided verifiable privacy preserving access 

control for latency-sensitive data sharing in vehicular cloud computing. IEEE Network, 32(3), 7-13. 

https://ieeexplore.ieee.org/abstract/document/8370871/?casa_token=U0RU3KLyQPoAAAAA:vao-

FPEPZ6cZCHnkmmF9QXrzhOCb7PrPE6cVNXzsDQT8ej190FfPtDOmU2rIKeiPN-lqNqHayNYG 

Zhang, P., Liu, J. K., Yu, F. R., Sookhak, M., Au, M. H., & Luo, X. (2018). A survey on access control in fog 

computing. IEEE Communications Magazine, 56(2), 144-149. 

https://ieeexplore.ieee.org/abstract/document/8291130/?casa_token=ICwAdz9S98kAAAAA:lkRxpGBx3WLV

WiSNUi-FsuGKNQcgfOvX_zTpcEWhWNGBvAVMB9o0OzPb4aXXymDMA_UdpFhuosaq 

https://ieeexplore.ieee.org/abstract/document/8454256/?casa_token=Yk_hwdksyZkAAAAA:dJuhQi98w2TfDngYpVWCGkqbGDHKu_TOj2IIbQLcGos_Se-mHGPAscHSiH-BDZ8rFfnkADE7Bo1w
https://ieeexplore.ieee.org/abstract/document/8454256/?casa_token=Yk_hwdksyZkAAAAA:dJuhQi98w2TfDngYpVWCGkqbGDHKu_TOj2IIbQLcGos_Se-mHGPAscHSiH-BDZ8rFfnkADE7Bo1w
https://ieeexplore.ieee.org/abstract/document/8726680/
https://ieeexplore.ieee.org/abstract/document/8291130/?casa_token=ICwAdz9S98kAAAAA:lkRxpGBx3WLVWiSNUi-FsuGKNQcgfOvX_zTpcEWhWNGBvAVMB9o0OzPb4aXXymDMA_UdpFhuosaq
https://ieeexplore.ieee.org/abstract/document/8291130/?casa_token=ICwAdz9S98kAAAAA:lkRxpGBx3WLVWiSNUi-FsuGKNQcgfOvX_zTpcEWhWNGBvAVMB9o0OzPb4aXXymDMA_UdpFhuosaq

