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Abstract: 
 Data theft is the process of stealing digital information from victims who do not know it in order to jeopardize privacy or o btain 
confidential information. Data theft becomes a problem for individual computer users, as well as large companies. Every individual 
has not covered the possibility of information theft because of someone's negligence. In safeguarding data, we need a technique that 
can help someone in keeping the data a secret. Data theft is unavoidable, but data security can be improved to preve nt data misuse. 
Vigenere algorithm, which is a cryptographic technique, can help secure data from data misuse. This algorithm works by shifti ng 
each character in the plaintext for the key provided. The key used can be a series of characters or are words that are difficult to 
guess by people who want to commit a crime. Implementing the Vigenere Cipher algorithm will guarantee data security.  
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INTRODUCTION 
Information is the most valuable asset to be protected by 
theft [1]. Data can be in the form of important information 
that should not be widely spread because it has dangerous 
or vital content. Delivery of this type of information must be 
done carefully and not known by other people. If the 
information is stolen and falls into the hands of people who 
are not responsible, then this information can be misused or 
used as a source of illegal money search [2]. To secure that 
information, good techniques are needed in turning that 
information into string words that cannot be understood by 
others. In the computer world, the tools to do this are called 
cryptography. Cryptography is the art of turning an original 
message into an unread message so that the message cannot 
be understood when taken by an irresponsible person. 
Cryptography is not easy in general [3]. But there are lots of 
easy cryptographic techniques. Cryptographic methods are 
safe enough to be used and can be a defense to avoid attacks 
[4]. The method used for data security in this study is the 
Vigenere Cipher. This method is one of the substitution 
methods in which the plaintext character will be replaced by 
the characters in the ASCII table by shifting the character's 
position with a key. In the encryption process, this algorithm 
uses a way to encrypt plaintext into ciphertext so that the 
original message is encoded. Encryption algorithms are 
functions that are used to perform encryption and 
decryption functions. 
 
THEORIES 
 
2.1 Data 
Data is a very important information that must be kept 
confidential. Data can be in the form of mediocre 
information or information that is very important where 
other people may not know the contents of the data.Data is 
parts of digital information. It is usually formed in certain 
ways and can be in various ways, such as numbers or text It 
is information in binary digital format. Data is a kind of 
technological information. It identifes the information from 
its source and splits into a seperate small information [5]–
[7]. 
 
 

 
2.2 Cryptography 
Cryptography is the ability of encryption methods where the 
"original text" (plaintext) is encrypted using an encryption 
key into "random text that is difficult to read" (ciphertext) by 
someone who does not have a decryption key [8]. 
Decryption using the decryption key can recover the original 
data. The probability of retrieving the original manuscript by 
someone who does not have the decryption key for a short 
time is very small. The encryption technique used in classical 
cryptography is symmetric encryption, where the 
decryption key is the same as the encryption key. For public-
key cryptography, asymmetric encryption techniques are 
needed where the decryption key is not the same as the 
encryption key. Encryption, decryption, and key generation 
for asymmetric encryption techniques require more 
intensive computation than symmetric encryption because 
asymmetric encryption uses huge numbers [9]. 
 
2.2 Vigenere Cipher 
Vigenère cipher is a method of encoding the alphabet text by 
using a series of Caesar passwords based on the letters on 
the keywords. The Vigenère password is a simple form of a 
polyalphabetic substitution code. The advantage of this 
password compared to Caesar and other monoalphabetic 
codes are that they are not so vulnerable to a decoding 
method called frequency analysis [10]. The vigènere code is 
a polyalphabetic substitution cipher. It was published by a 
French diplomat (and also a cryptologist), Blaise de 
Vigènere, in the 16th century, 1586.  Giovan Batista Belasco 
described it for the first time in 1533, as written in the book 
La Cifra del Sig. This algorithm was widely known 200 years 
later and was called the code vigènere. Vigènere was the 
trigger for civil war in America, and the Confederate Army 
used the vigènere code in the American Civil War. Babbage 
and Kasiski successfully broke the vigènere code in the mid-
19th century [11]. This type of encryption algorithm is very 
well known because it is easy to understand and implement. 
The technique to produce ciphertext can be done using 
number substitution or rectilinear square. The technique of 
substituting vigènere by using numbers is done by 
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exchanging letters for numbers, almost the same as a sliding 
code. 

 

 
Figure 1. Vigenere Table 

 
Figure 1 is an example of a Vigenere table of 26 characters. 
The character index starts from the numbers 0 to 25. Each 
character is represented by that number, depending on the 
position of the character in the table. 
 
METHODOLOGY 
The research design is how research is modeled in a flow or 
diagram. Many ways can be done to design research to be 
more directed and structured. This design requires high 
accuracy so as not to violate the existing rules. It is intended 

that the application program that has been created can work 
efficiently and effectively. The research design is described 
using an Activity Diagram. Each direction of research is clear 
and structured. It can facilitate researchers in producing the 
correct output. Design research that produces the smallest 
error limit in research is called the best design results. The 
following figure is the Activity Diagram design to define each 
stage to complete the work activities of users of the research 
design to be carried out. 
 

Input Plaintext

Encryption

Input Key

Decryption

PT to ASCII

ASCII + Key mod 256

CT To ASCII

ASCII - Key Mod 256

<<extend>>

<<extend>>

<<extend>>

<<extend>>

 
 

Figure 2. Activity Diagram of Vigenere Cipher 
 
 
 
RESULT AND DISCUSSION 
Implementation is the practice of every plan, method, or 
design, idea, model, specification, standard, or policy to do 
something. Thus, implementation is an action that must 
follow any initial thought in order for something to happen. 
In the context of information technology, software or 
hardware implementation includes all post-sale processes 
involved in something that operates well in its environment, 
including analyzing requirements, installation, 
configuration, adjustments, running, testing, system 
integration, user training, delivery, and manufacturing that 
is required.  
Calculation examinations are designed to estimate the ability 
of an application program to add, subtract, divide, and 

multiply numbers quickly and accurately. In the example 
that will be presented, plaintext and key will be given to be 
processed to get the ciphertext. This test is carried out to see 
how accurate the application program is created and 
whether it is by calculations performed manually. The 
process consists of two processes, such as the encryption 
process and the decryption process. The following 
calculation is a complete explanation and calculation of the 
encryption and decryption process in the Vigenere Cipher 
algorithm by providing two plaintext and keys. 
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Table 1. Encryption Test 

Plaintext  Key  
Plaintext 
ASCII 

 

 

Key 
ASCII 

 Operator  Result  Ciphertext 

 
 

 
 

 
 

 
 

 
 

 
 

 

H  72  T  84  +  156  œ 

E  69  O  79  +  148  ” 

L  76  P  80  +  156  œ 

L  76  S  83  +  159  Ÿ 

O  79  P  80  +  159  Ÿ 

   32  E  69  +  101  e 

W  87  E  69  +  156  œ 

O  79  D  68  +  147  “ 

R  82  T  84  +  166  ¦ 

L  76  O  79  +  155  › 

D  68  P  80  +  148  ” 

 
Table 1 explains the plaintext will be changed to ciphertext. 
The plaintext is "HELLO WORLD," and the key is 
"TOPSPEED." Key characters must meet the length of the 
plaintext so that all characters in the plaintext have key 

pairs. The plaintext and key characters will be changed 
according to the values in the ASCII table. Both will be added 
and produce ciphertext. 
 

Table 2. Decryption Test 

Ciphertext  Key  
Ciphertext 

ASCII 

 

 
Key ASCII  Operator  Result  Plaintext 

             

œ  156  T  84  -  72  H 

”  148  O  79  -  69  E 

œ  156  P  80  -  76  L 

Ÿ  159  S  83  -  76  L 

Ÿ  159  P  80  -  79  O 

e  101  E  69  -  32   

œ  156  E  69  -  87  W 

“  147  D  68  -  79  O 

¦  166  T  84  -  82  R 

›  155  O  79  -  76  L 

”  148  P  80  -  68  D 

 
The ciphertext generated in the previous table will be 
returned so that it produces a plaintext. Table 2 is the result 
of the decryption process from the ciphertext obtained in 
table 1. The plaintext results are in the form of "HELLO 
WORLD." These results did not change so that the Vigenere 
Cipher calculation did not experience errors and failures. 
 
CONCLUSION 
After carrying out research related to the Vigenere CIpher 
algorithm, the author can draw some conclusions based on 
the results of tests conducted after conducting research. 
Three conclusions can be drawn from the results of the 
study. Vigenere Cipher works by shifting characters. 
Vigenere Cipher has a key that can be determined according 
to the desired number of keys. Vigenere Cipher must use 
modulo so that the encrypted character does not exceed the 
character limit in the ASCII table. 
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