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Abstract: Predicting and spotting black hole attacks helps ensure a secure network. Based on 

the document authority, trust valve, authentication of node, message integrity, and energy 

level, a new technique of fuzzy inference is proposed for the detection of black hole attacks 

in this method. The proposed work focuses mostly on node authentication. The fuzzy 

inference design approach provides better performance on issuing the certificates to the 

trustworthy nodes exclusively in MANET simulations conducted with the help of the network 

simulator NS2. As a result, this helps identify and defend against black hole attack-using 

rogue nodes. Throughput is increased, and End-to-End Delay is decreased, as a result of 

improvements made to the packet delivery ratio. This demonstrates the system's improved 

reliability and viability for military use. In order to enable the route discovery process, the 

initial step of the proposed work primarily focuses on authenticating MANET nodes. Based 

on factors including node authentication, trust values, certificate authority, energy level, and 

message integrity, a fuzzy inference method has been developed to identify black hole 

attacks. newline Mobile Ad hoc Networks (MANETs) provide a formidable challenge for the 

development of extremely efficient routeing techniques. In order to efficiently react to 

changes in network topology with little control overhead, minimise packet delay while 

maintaining a high packet delivery rate, and so on. 

Keywords: fuzzy inference design, Mobile Ad hoc Networks (MANETs), overhead, 

minimise packet delay 

Introduction 

Nodes in a mobile ad hoc network (MANET) communicate with one another without the 

need for a master server. It's likely that wireless connections are used by every node in the 

network to communicate with the others. Due to the fluid nature of a MANET's node design, 

nodes play a crucial role in maintaining network security. Knowing how to anticipate and 

identify black hole attacks is crucial for maintaining network safety. Fuzzy inference is 

presented as a novel approach for detecting black hole attacks, with the proposed criteria 

including certificate authority, trust valve, node authentication, message integrity, and energy 

level. The proposed effort is primarily concerned with authenticating nodes. In NS2 MANET 

simulations, the fuzzy inference design approach improves performance when it comes to just 

providing certificates to reliable nodes. Therefore, this aids in locating and protecting against 

black hole attack nodes. Increasing the packet delivery ratio improves throughput and reduces 

End-to-End Delay. This proves the system's enhanced dependability and military viability. In 

the first phase of the planned effort, authenticating MANET nodes is prioritised so that routes 
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may be discovered. Fuzzy inference has been created as a means of detecting black hole 

attacks based on a number of criteria, such as node authentication, trust values, certificate 

authority, energy level, and message integrity. Extremely efficient routeing algorithms face a 

significant problem when used to Mobile Ad hoc Networks (MANETs). With the goal of 

reducing control overhead, increasing packet delivery rates, and decreasing latency in the 

face of topology changes. The optimisation problem of secure routeing in MANETs is known 

to be NP-hard, thus for the time being we'll be focusing on approximation methods. 

Algorithms that take cues from swarm intelligence (SI) have attracted a lot of attention 

because to the robustness, adaptability, and low cost they promise. In order to find a happy 

medium in dynamic MANETs between these competing requirements, the SRACO Meta 

heuristics for safe routeing has been implemented. 

Figure 1 shows a functional MANET in operation. Mobile ad hoc networks are more 

susceptible to security assaults than cable ones. It is impossible to precisely specify the 

geographical limits of a mobile ad hoc network. In a nomadic setting, nodes may freely join 

or leave a wireless network. When an opponent comes within radio range, it will 

automatically link up with a node. Nodes in a MANET are free to come and go as they like. 

The network's nodes may exhibit malicious behaviour, but determining whether or not a 

particular node's actions were malevolent could be challenging. 

 A more perilous attack than one from the outside. These hosts have been marked as 

"compromised" because they have been infected with malware. Without a centralised 

command and control structure, MANETs provide a number of potential security risks. This 

makes it harder to see any potential assaults as they happen. Centralised monitoring of traffic 

cannot be performed at the level of individual nodes. If the advisor changes the assault 

pattern and the attack target, it will be harder to spot an attack. The problem might have been 

caused by an attacker or a network error. We are unable to label the nodes as trustworthy or 

untrusted since there is no security relationship between them. All the nodes in a Mobile Ad 

hoc Network run on battery life. The assumption here is that other power sources are 

unavailable. The adversary is able to flood the target with traffic. 

 Continuously processing these packets might drain the target node's battery life. Therefore, 

the node will be unable to provide its usual network functions. Sometimes, attackers may 

trick nodes into doing a lengthy calculation that does nothing except drain their batteries. 

Selfish nodes might exist in a network. A node that lacks cooperation does not work together 

while performing a common algorithm. Cluster-based intrusion detection systems, for 

instance, use a network's nodes in concert to spot malicious activity. A node that volunteers 

to act as a monitor is chosen using the monitor selection method. A harmful act may escape 

becoming the monitor by opting out of it. Selfishness will lead to the breakdown of the whole 

system. Mobile ad hoc network scalability is evolving in real time. The predicted number of 

nodes in mobile ad hoc networks in the future is very speculative. Adapting the protocols and 

services of MANETs to this new scale is essential. 
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Figure 1. Mobile Ad hoc Networks 

Topology Management 

Topology management, which takes into account both the physical and logical connections 

between nodes, is crucial to MANETs' network administration. Topology control is the 

primary focus for conserving power when online. The following are some goals that may be 

accomplished by topology management: The network's nodes' transmitted power may be 

adjusted to give a select few subbranches more say in network operations. By grouping or 

clustering nodes together, energy consumption may be reduced. Establishing links to 

neighbouring clusters by picking escape nodes. Active control of MANET architecture is 

possible via the modification of the nodes' transmission power. This is why transmission 

power management is a common name for the topology control method used in MANETs. 

Transmit power management is a physical layer approach that regulates the amount of signal 

strength sent from a transmitter to a receiver. Topology management aims to reduce power 

consumption, which is particularly important in MANETs. Other objectives include reducing 

latency and increasing throughput. More power is used by the MANET's radio circuit than by 

any other part of the computation. Despite this, MANETs that use multi-hop communication 

lead to higher radio power consumption and interference signals. When the transmission 

range of a network is too little, a sparse topology might cause communication breakdown. It's 

also not ideal to provide each node an excessive amount of electricity to transmit with. As a 

result, MANET neighbour selection is intricately tied to the neighbor-based power control 

mechanism. Assigning appropriate transmission ranges to the nodes is essential for 

minimising resource drain and noise interference while keeping the network operational. 

These algorithms' overarching goal is to improve communication performance, network 

reliability, and power efficiency. Currently, most approaches to controlling the network's 

topology are reactive, meaning they aim to make changes to the topology only after a link 

change has already happened. To overcome this limitation, researchers are focusing on 

proactive topology control algorithms or predictive algorithms that modify the transmission 

powers of communication nodes. 

The initial step in route discovery in mobile ad hoc networks is authenticating the nodes in 

the network. The fuzzy inference system may be able to detect a black hole attack by 

analysing factors including node authentication, trust values, certificate authority, energy 

level, and message integrity. To improve the system's speed, which is further improved by 
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fuzzy criteria, certificates are issued to only trustworthy nodes. This might lead to the 

discovery of harmful nodes and the avoidance of black holes. Secured routeing in MANETs 

is an NP-hard problem, and this level looks at approximate solutions to this problem. Swarm 

Intelligence (SI) algorithms have garnered a lot of attention because of their potential to 

provide robust, versatile, and cost-effective solutions. The meta heuristic Ant Colony 

Optimisation (ACO) has been successfully applied to dynamic MANETs. In the last phase, 

an optimal routeing strategy for wireless mobile networks will be shown. The black hole 

attack may be avoided thanks to this trust model, which employs a Differential Evolution 

technique to detect hostile nodes and bar them from joining the data transmission channel. 

Literature Review 

Sharma Hitesh Omprakash et.al.,(2020) In this study, we introduce two attacks that have a 

negative impact on network performance—the Black hole Attack and the Grey hole Attack—

and apply them to a realistic network situation characterised by the random mobility of 

nodes. Our study uncovered an innovative method of defence that successfully defends 

against network-based attacks and their secondary effects. 

Ephantus Gichuki et.al.,(2019) This study examines the efficacy of many anti-black hole 

attack security approaches and routeing procedures. Using the stated knowledge gaps as a 

starting point, we will create a security method that can withstand collaborative black hole 

assaults. 

Lokesh Baghel et.al.,(2017) The security of mobile ad hoc networks (MANET) is crucial. 

Researchers are working hard on every aspect of MANET security to protect the networks 

from rogue nodes. Secure routeing systems have been proposed using several novel methods 

for use in wireless networks The experimental results demonstrate the superiority of the 

proposed method over the gold standard AODV. 

Detection and Prevention of Black Hole Attack Using Fuzzy Heuristics 

There is no dependable backup server for the distributed machines in a MANET. To 

communicate with other nodes in the network, each one is equipped with its own wireless 

connection. Because of the fluid nature of a MANET, the nodes within it play a crucial role 

in maintaining network safety. Knowing how to anticipate and identify black hole attacks is 

crucial for maintaining network safety. In this approach, a novel method of fuzzy inference is 

presented for identifying signs of black hole attacks by combining the certificate of power, 

trust valve, authentication of nodes, message integrity, and energy level. Authentication of 

nodes is a primary focus of the proposed effort. As shown in simulations run with the aid of 

network simulator NS2, the fuzzy infer design method improves the efficiency of MANET 

when it comes to providing certificates to the reliable nodes. In mobile ad hoc networks, the 

proposed work focuses on authenticating nodes before starting the route finding process. 

Using factors including node authentication, trust values, certificate authority, energy level, 

and message integrity, a fuzzy inference method has been developed to identify a black hole 

attack. The system's efficiency is enhanced by fuzzy rules, which restrict certificate issuance 

to verified nodes. 



 

3747 
 

Node Authentication using Fuzzy based Analyser 

When trust values show a constructive direction, reliable nodes rise in number, whereas when 

trust levels show a pessimistic worry, reliable nodes decrease. The trust levels in fuzzy logic 

might be anything from 0 to 1. 

 

Figure 2. Fuzzy design approach 

Figure 2 depicts the fuzzy approach structure of the suggested system, which has four inputs 

and one output. Node u's Direct Trust (DT(u)), Energy Value (EV(u)), Trust Value (TV(u)), 

and Message Integrity Value (MIV(u)) are all inputs to the fuzzification method, while the 

defuzzification-enabled Node type (crisp) is the resulting output. 

With the fuzzification technique in mind, the inference engine receives crisp inputs and 

converts them into fuzzy trust values. The rule base stores the network constraints that inform 

the inference engine's several techniques for enabling outcomes. Certificate Authority will 

only give a certificate to the node with the highest f(u) value, which is determined by the 

ruleset. When everything else fails, the chosen node takes over as the forwarder in the chain. 

Very Low (VL), Low (L), Medium (M), High (H), and Very High (VH) are the five levels of 

membership functions used to calculate N(u). 

 

 

 

Table 1 Fuzzy discrimination 
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The simulation is done through the NS-2, with varying network speed. The Table 3.2 

represents the network scenario for simulation. 

Table 2 Simulation parameters 

 

Results and Analysis 

 The performance of Certificate Authority with Fuzzy Approach was evaluated and compared 

with AODV with Black Hole Attack and Normal AODV depends on Packet Delivery Ratio, 

throughput, Detection Ratio of Malicious Node, and the End-to-End Delay. The performance 

analysis describes the number of nodes were clustered as 20, 30, 40, 50, 60 and the malicious 

nodes as 5, 10, 15, 20 and 25 respectively. 
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Figure 3. Throughput performance comparison 

Figure 3. shows the proposed method performance CA with Fuzzy approach. From the figure 

one can observe that the maximum throughput 84% is given by CA with Fuzzy Approach 

when the number of nodes is 20. 
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Figure 4. End to End delay performance comparison 

Figure 4 illustrates the proposed method performance CA with Fuzzy approach. From the figure one 

can observed as 38% of End-to-End delay CA with Fuzzy Approach when the number of node is 60. 

Conclusion 

Based on the node's authentication, Certificate Authority, message integrity, energy level, and 

trust value, a fuzzy inference system may identify a black hole attack. The proposed approach 

focuses primarily on authenticating nodes prior to starting the route discovery process in 

MANETs that are used to counteract the black hole attack. When only trustworthy nodes in a 

fuzzy inference system are given certificates, the system performs much better. The proposed 

Certificate Authority with Fuzzy Approach outperformed state-of-the-art methods like 

AODV and Normal AODV with Black Hole Attack in terms of End-to-End Delay, 

throughput, Detection Ratio of Malicious Node, and Packet Delivery Ratio. The suggested 

technique successfully detects and isolates black hole attacks in mobile ad hoc networks, as 

shown by the findings and comparisons. Since increasing the number of nodes beyond 60 

would provide more consistent findings, we are constrained to using no more than 60 in our 

experiments. 
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